
C I S A  |  C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y

2022 GUAM-CNMI
MARITIME TRANSPORTATION SYSTEM 
REGIONAL RESILIENCY ASSESSMENT
PROGRAM (RRAP)

1



2

RRAP Overview

§ The goal of the Regional Resiliency Assessment Program (RRAP) is to 
generate greater understanding and action among public and private 
sector partners to improve the resilience of a region’s critical infrastructure

§ Resolves infrastructure security and resilience knowledge gaps

§ Informs risk management decisions

§ Identifies resilience-building opportunities and strategies

§ Improves critical partnerships among stakeholders 



February 20, 2023

General RRAP Timeline
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Stakeholder 
Outreach & 
Scoping 

Ongoing Analysis; Developing Potential Key Findings

Data 
Collection 
Activities

Analysis 
& Products 
Development

Report Review 
& Products
Delivery

Implementation Phase Activities

18 months

18 months

DHS            Stakeholder            Analysts



February 20, 2023

Purpose: Identify and assess the efficacy of alternate port 
concepts and foreign and Compacts of Free Association 
(COFA) mutual aid protocols and capabilities 

§ Baseline Scenarios
§ Port Authority Guam’s infrastructure has suffered a 

catastrophic event and is anticipated to take over 30 
days to restore functionality  
§ Commonwealth Ports Authority infrastructure has 

suffered a catastrophic event and is anticipated to take 
over 30 days to restore functionality  

Guam-CNMI RRAP Project Overview
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Project Overview
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Research 
Focus

Potential 
Project 

Activities

Key 
Questions

What are the requirements, 
timelines, and limitations for 
implementing an alternate 

port system concept in 
Guam?

What are the requirements, 
timelines, and limitations for 
implementing an alternate 

port system concept in 
CNMI?

How can Guam, CNMI, 
and other Micronesian 
governments support a 
shared alternate port 

system? * 

How can Guam and CNMI better prepare for, respond to, and 
more quickly recover from a catastrophic incident affecting 

the Maritime Transportation System?

Interactive Tool 
Development

Exercise 
or 

Workshop

Data 
Collection, 
Modeling, 
Analysis

Small Group 
Scenario-Based 

Facilitated 
Discussion

Stakeholder 
Interviews

Literature 
Review

What is the process for 
Guam &  CNMI accepting  
foreign aid after a major 

MTS disaster?

Site 
Visits

Presenter Notes
Presentation Notes
*The Federated States of Micronesia, a sovereign state,  participates in the Compact of Free Association (COFA) is an international agreement establishing and governing the relationships of free association between the United States and the three Pacific Island sovereign states of the Federated States of Micronesia (FSM), the Republic of the Marshall Islands (RMI), and the Republic of Palau. The US gives only these countries access to many US domestic programs, including disaster response and recovery and hazard mitigation programs under the Federal Emergency Management Agency. The COFA allows the United States to operate armed forces in Compact areas and to demand land for operating bases, subject to negotiation.
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Questions
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Vessel Routing & Suitability Tool (VRST)  
Overview

February 9, 2023

James Cruz, Protective Security Advisor, CISA
Kelly Wilson, Principal Investigator, Idaho National Laboratory 



Audience Feedback Requested 

3-minute survey on the Vessel Routing & Suitability Tool
Please complete during this presentation 

https://www.surveymonkey.com/r/CQ8ZF5S

kelly.wilson@inl.gov

https://www.surveymonkey.com/r/CQ8ZF5S
mailto:kelly.wilson@inl.gov


Rapid Response Critical to Civil Order, Public Health, and 
Restoration Initiatives 

After a maritime emergency 
degrading port infrastructure & 
capabilities responders need 
to enable port traffic as soon 
as possible.

Perspective: Hawaii and 
other remote ports would be 
out of food and water within  
3-5 days without incoming 
cargo to its ports. 



Potential Post Incident Variables

Each variable change exponentially 
complicates vessel suitability to berth and 
offload critical cargo.
• 200% Increase in vessel traffic 
• Debris blocking the entrance channel
• Heavy sedimentation at cargo piers
• Pier structure weakened or destroyed 
• Incoming vessels of a size incompatible 

for available ports & piers
• Insufficient cargo yard laydown area to 

offload cargo 



Factors for Determining Vessel Suitability 



Vessel Routing & Suitability Tool​
What problems does the VRST solve?​

The VRST is a single data repository and 
analysis tool enabling rapid decision-making 

for maritime transportation emergencies

•No single data repository for ports, piers, berthing options, 
container yards, vessels​, and land transportation routes

• Many data sources require internet and/or network 
connectivity to obtain

• No efficient method for tracking Maritime Transportation 
System (MTS) variables after a disaster

•VRST provides a simple platform for updating variables



Vessel Routing & Suitability Tool 

Potential Users

• Maritime Transportation System Recovery Unit (MTSRU) personnel in a planning or emergency response phase

• Federal, state, and local planners

Technology Readiness Level

• 6 – Pilot-scale prototype to real-world integration

Programming Languages & Dependencies:

Electron, Angular, TypeORM, SQLite

Operating System Requirements:

The current version of the application is built for Windows and is structured for data to reside on the user’s
computer device, The user can share data through the Data & Document Management function with other users.

Price of Product/service in U.S. Dollars:

Free to customer, potential for future licensing to other customers

Presenter Notes
Presentation Notes
Graphic:  chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.lamar.edu/_files/documents/resilience-recovery/grant/recovery-and-resiliency/transportation-water-ways/mts-mtsru-lamar.pdf



Updated Landing Page Features 

Current 
Situation



Expanded List of Pre-loaded Vessels 

• VRST is currently loaded with 176 US government & civilian vessels
• Updated version will include all MARAD, RRF, Transcom and civilian US flagged cargo vessels
• Foreign flag and other vessels can be added as needed   



Create Your Port Network

Note:  The user’s port network should be based on each USCG Sectors’ area of operations.  
This construct follows normal MTSRU operations and partnerships during an emergency. 



User Created Road, Rail & Bridge Dependencies 

User Inputs Routes and 
Normal Travel Time  

Primary 
Route

Travel 
Time

30 min 
First 
Option 

Travel 
Time

1.5  hours

Second 
Option 

Travel 
Time

50 min 

Third 
Option 



Vessel Offload Time Calculator 

Cargo 
Offloading 
Mechanism

(Dropdown Menu) 

Choose
Estimated 
Efficiency

(Dropdown Menu) 

Hours Per 
Workday 

Available for 
Offloading 
Operations

Result
Hours 

Needed to 
Offload

Result 
Workdays 
Needed to 

Offload

Gantry Crane  High User Enters 
Value 

X Hours X Days

Ro-Ro Medium
Shoreside 
Crane

Low

Other
Efficiency may be impacted by wave action, high wind, 
rain, congestion at the port, stevedores from another 
port, user capability or familiarity with equipment, etc.  



Emergency Operations Stevedore Labor Calculator 

Calculates Maximum Surge Capacity Labor
• Assumes extended shifts
• Assumes some employees can function in multiple roles 
• 7-day Operations
• No Vacation Time
• No Breaks 

Position (Dropdown Menu) How many hours per 
day does 

this position need to 
operate?

(Dropdown Menu)

Length of 
Employee Shift

For Position
(Dropdown Menu)

Result 
Number of 
Employees 
Per position 

Gang Boss 8 8 X

Crane Operator 10 10 X

Stevedoring Superintendent 12 12 X

Pier Superintendent 18 16 X

Ship Hold TEU Loader 20 18 X

Hatch Tender Enter custom # Enter custom # X

Forklift Driver X

Dockworker X

Yard Truck Driver X

Mechanic/Equipment Repair X

Tractor Driver X

Safety Lead X

Welder X

Carpenter X

Security Officer X

Enter Custom Position Name X



Time-Distance Calculator 

The tool will be pre-loaded with NOAA & NGA publications documenting  distances between global ports.  User enters distance and 
speed into the calculator and receives an estimate of the hours and days it will take for a vessel to transit from the port of origin to 
destination.    *The tool does not calculate preparation and loading time, only transit time. 

Users may create their own time-distance matrix for port specific shipping distances based on geography and/or partnerships with
foreign and COFA ports. 



Plans, Documents, Data-Sharing 

• Emergency Plans
• Job Aids
• Standard Operating Procedures
• Contact Lists 
• Memorandums of Understanding
• Contracts
• Work Schedules
• Forms   
• Draft After Action Review Input
If the local network is down, the tool can store 
important documents needed for emergency 
operations.  Must be uploaded prior to network 
outage. 

• Tabletop Exercise Scenarios
• Pre-planning Scenarios
• Current Emergency Scenarios

This feature ensures that steady 
state data is not overwritten by 
scenarios, and time spent building 
scenarios is not overwritten by 
steady state data.  



Plans, Documents, Data-Sharing 

Customized Templates for User 
Data Inputs
• Port & Port Partner
• Pier Capabilities
• Berthing Options
• Landside Routes
• Local Maritime Time-Distance  

Photo Library 
• Partner Logos
• Maps & Satellite Images 
• Baseline Infrastructure photos
• Current Situation Photos 

(User Uploaded Photos) 

• MTSRU Shares Master of 
Current Situation Data 

• Planner Shares Scenarios

If email or network is offline for a 
period of time, the master data set 
can be shared via email once 
communications have been 
restored or the master data set 
can be shared updates are 
received from the field or shared 
via secure drive while network is 
down. 



Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy. 
INL is the nation’s center for nuclear energy research and development, and also performs research 

in each of DOE’s strategic goal areas: energy, national security, science and the environment.

James Cruz
Protective Security Advisor 
Cybersecurity & Infrastructure Security Agency
james.cruz@hq.dhs.gov

Kelly Wilson 
Senior Infrastructure Analyst
Idaho National Laboratory 
Kelly.Wilson@inl.gov

mailto:james.cruz@hq.dhs.gov
mailto:Kelly.Wilson@inl.gov
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